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APPELLANT'S BRIEF 



Dear Sir: 

Appellant respectfully presents his brief in support of his appeal of the final 
rejection of claims in this case. The Notice of Appeal was filed on July 18, 2003. 

I. Real Party in Interest 

The real party in interest in this application is Texas Instruments Incorporated. 

II. Related Appeals and Interferences 

The undersigned is not aware of any appeals or interferences that will directly 
affect or have a bearing on, or be directly affected by, the Board's decision in this appeal. 
09/25/2003 ftUOHDAFl 00000030 200668 09302606 
01 FC:1A02 320.00 Dfl 
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III. status of the claims 

Claims 1-19 were finally rejected in the Office Action of March 18, 2003 under 
U.S.C. § 103(a), and are the subject of the present appeal. 

IV. Status of Amendments 

No amendments are pending. The claims on appeal are presented in the Appendix 
to Appellant's Brief 

V. Summary of the Invention 

The present invention is directed towards a method of and apparatus for encrypting 
a digital signal. Pseudo-noise sequences, or portions thereof, are concatenated to generate 
an augmented pseudo-noise sequence. A data stream is encrypted using the augmented 
pseudo-noise sequence. 

The present invention addresses a significant problem in the field of 
communication, in particular, in the field of wireless communications, where the security 
of data and voice transmissions is very important. If the polynomial used to generate a 
pseudo-noise sequence can be derived, the security of a transmission will be 
compromised. 

The present invention provides encryption of data which would be extremely 
difficult to decrypt without knowledge both the polynomial for generating the pseudo- 
noise (PN) sequences and the how the multiple pseudo-noise sequences are concatenated 
together. The generation of the concatenated pseudo-noise sequences and the decryption 
of the encrypted data stream responsive to the concatenated pseudo-noise sequences can 
be performed without additional complex circuitry. 

VI. Issues 

Are claims 1 - 19 novel and unobvious over U.S. Pat. No. 4,776,012 to Zscheile, 
Jr. (hereinafter "Zscheile") in view of "Applied Cryptography, Second Edition", to 
Schneier (hereinafter "Schneier")? 
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VII. Grouping of the Claims 

Claims 1-3, 7-8, 10-12, and 16-18 stand or fall together. Claims 4-6 and 13-15 
stand or fall together. Claims 9 and 19 stand or fall together. 

VIII. Argument 

A. The rejection 

The Examiner has finally rejected claims 1-19 under 35 U.S.C. §103 as being 
unpatentable over U.S. Pat. No. 4,776,0 12 to Zscheile, Jr. in view of "Applied 
Cryptography, Second Edition", to Schneier (hereinafter "Schneier").* With respect to 
claims 1 and 10, the Examiner argues: 

Zscheile, Jr. discloses an apparatus and a method for generating a 
plurality of PN codes and combining those PN code to produce a 
composite PN code (Abstract). Zscheile does not disclose that a 
random sequence generator would be useful in cryptography. 
Schneier teaches that random sequence generators are used widely in 
cryptography to encrypt a data stream (Page 421-422). It would have 
been obvious to one of ordinary skill in the art at the time the 
invention was made to use a random sequence generator for 
cryptographic purposes as taught in Schneier in order to generate a 
random encryption key that cannot be reproduced.^ 

With regard to claims 2, 3 and 1 1, the Examiner notes that Zscheile, Jr. discloses 
an apparatus that is capable of generating three PN codes, citing column 2, lines 24-34.^ 
With regard to claims 4-6 and 13-15, the Examiner states that Zscheile, Jr. discloses a 
code combiner to produce a composite PN code (Abstract) where a method of inhibiting 
the clock which drives the composite PN generator to advance or retard the composite 



^ Office Action of 3/1 8/03. 

^ Office Action of 3/18/03, page 3. 

^ Office Action of 3/18/03, page 3. 
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code any desired number of phase positions (Col. 1, lines 46-52). Each individual PN 
generator also has its own timing gates which can be inhibited in order to jump the PN 
code a desired number of phase positions (Abstract)."^ 

With regard to claims 7 and 17, the Examiner states that Zscheile, Jr. discloses a 
composite code generator apparatus for inhibiting the number of clock system pulses 
being employed to drive the component code generators by a number of pulses so to 
control the phase position of the composite code (Col. 1, lines 57-64).^ With regard to 
Claim 16, the Examiner states that Zscheile Jr. discloses an exclusive OR gate to combine 
component PN codes (Col. 2, line 21).^ With regard to claims 8, 9, 18 and 19, The 
Examiner contends that Zscheile, Jr. discloses synchronized clock pulses to the composite 
PN code generator that may mhibit the PN code a certain number of pulses (Abstract).^ 

8. Appellant's Argument 

Claims 1-3. 7-8. 10-12. and 16-18 

Applicant respectfully submits that claims 1-3, 7-8, 10-12, and 16-18 are novel and 
imobvious over the combination of Zscheile, Jr. in view of Schneier. Specifically, 
Apphcant contends that neither the Zscheile, Jr. nor Schneier references disclose or make 
obvious the creation of an augmented pseudo-noise sequence formed as the concatenation 
of two or more separate pseudo-noise sequences. 

Schneier merely discloses that a pseudo-noise sequence can be used to encrypt a 
data stream. The focus of the present application is to generate a pseudo-noise sequence 
which cannot be easily determined by unauthorized persons, without adding significant 
complex circuitry to the encrypting or decrypting devices. 

Zscheile, Jr. is provided by the Examiner to show "generating a plurality of PN 
codes and combining those PN codes to produce a composite PN code.'' [emphasis 
added]. However, independent claims 1 and 10 specifically state that pseudo-noise 



^ Office Action of 3/18/03, page 3. 
^ Office Action of 3/18/03, page 3. 
^ Office Action of 3/18/03, page 4. 
^ Office Action of 3/18/03, page 4. 
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sequences, or portions thereof, are concatenated to generate an augmented pseudo-noise 
sequence. 

In Zscheile, Jr., an inverting modulo two adder 10 is used to combine component 
PN codes from PN generators 12, 14 and 16 to produce a composite PN code on the 
output line 11. If the lengths of the individual codes from the PN generators 12, 14, and 
16 are X, Y and Z, the composite code will have a length of X*Y*Z.^ Figures 2 A 
through 2D of Zscheile, Jr., show the logical combination of three PN sequence streams. 
In Figures 2A through 2C, the outputs of three PN sequence generators are shown. 
Figure 2D shows the inverted modulo-two additions of the outputs of the three PN 
sequence generators (i.e., if there are an odd number of "F's generated by the PN 
sequence generators, output line 1 1 is set to "0''; else, output line 1 1 is set to "1"). It 
should be noted that once the PN sequences from the generators 12, 14 and 16 are set, the 
composite PN sequence is deterministic. 

Zscheile, Jr. is directed towards jumping within the composite code quickly to 
synchronize the composite code on output line 1 1 with a code being received. This is 
accompUshed by setting the numbers in the preset counters 24, 25 and 26 to vary the 
sequence position in the PN generators 12, 14 and 16, respectively.^ 

Concatenating two or more PN sequences, or portions thereof, as claimed in 
independent claims 1 and 10 is shown in Figure 1 of the present application. An 
augmented PN sequence 10 is generated by concatenating (1) a first portion of a first PN 
sequence (PNO 12), (2) a segment 16 of a second PN sequence (PNl 14), and (3) the 
remaining portion of the first PN sequence. 

The Examiner merely argues that Zscheile, Jr. discloses generating a PN sequence 
by combining multiple PN sequences. The Examiner argues that "the applicant's 
argument that the cited references do not disclose concatenating a plurality of component 
PN sequences is not persuasive because the Zscheile, Jr. reference meets the definition of 
'concatenation' since it discloses two or more sequences being combined (Abstract)."^*^ 



Figure 1, Zscheile, Jr., column 2, lines 20-34. 
Zscheile, Jr., column 2, lines 50-56. 
^ Office Action of 3/18/03, page 2. 
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Applicant strongly disagrees that Zscheile, Jr. shows concatenation merely by 
stating that two or more PN sequences may be "combined". The Encarta World English 
Dictionary defines "concatenate" (with regard to computing) as: 

link units together: to link two or more information units, such as 
character strings or files, so that they form a single unit.^* 

Zscheile, Jr. simply does not show any combination of PN sequences that could be 
classified as concatenation. Performing a modulo two addition, or other logical 
operation, using multiple data streams as an input source, is a transformation, not a 
concatenation. The composite PN sequence of Zscheile would bear no resemblance to 
any of the individual PN sequences generated by the component PN sequence generators 
12, 14 and 16, as is clear fi-om Figures 2 A through 2D of Zscheile, Jr. 

Accordingly, Applicant contends that the Examiner is providing a meaning to 
"concatenate" which is broader that the normal meaning of the word as known by those 
skilled in the art. If "concatenate" is defined in accordance with its normal usage in the 
art of computing, the Zscheile, Jr. reference neither discloses the concatenation of 
multiple PN sequences to form an augmented PN sequence, nor discloses subject matter 
that would make obvious the concatenation of multiple PN sequences to form an 
augmented PN sequence. 

Claims 4-6 and 13-15 

Claims 4-6 and 13-15 provide more specific implementations of concatenating 
multiple PN sequences to generate an augmented PN sequence. In claims 4 and 13, a 
segment of a first PN sequence is inserted into a second PN sequence at an arbitrary 
position in the second PN sequence. In claims 5 and 14, the segment has an arbitrary 
length. In claims 6 and 15, the segment has arbitrary starting and ending positions within 
the first PN sequence. 

With regard to these claims, the Examiner contends that Zscheile, Jr. discloses a 
code combiner to produce a composite PN code (Abstract) where a method of inhibiting 
the clock which drives the composite PN generator to advance or retard the composite 
code any desired number of phase positions (Col. 1, lines 46-52). Each individual PN 



^ ^ Amendment After Final, filed 6/23/03. 
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generator also has its own timing gates which can be inhibited in order to jump the PN 
code a desu^ed number of phase positions (Abstract). 

It is important to note that the features of Zscheile, Jr. cited by the Examiner in 
connection with claims 4-7 and 13-15, are not features which affect the composite PN 
sequence on output 1 1 . As noted above, the composite PN sequence of Zscheile, Jr. is 
fixed by the outputs of the PN sequence generators 12, 14, and 16. Inhibiting the clock 
18 to the counters 24, 38 and 39 jumps the output 1 1 to a different position in the 
composite PN sequence. In fact, this is the entire purpose of the Zscheile, Jr. device - to 
quickly jump to new position of the composite PN sequence for purposes of 
synchronizing the intemally generated composite PN sequence to the data being received. 
The composite PN sequence, however, is not changed. 

By contrast, the subject matter of claims 4-6 and 13-15 provides the ability to 
change the augmented PN sequence without changing the PN sequences that are used to 
generate the augmented PN sequence. The claims provide factors that make 
determination of the augmented PN sequence nearly impossible because of the many 
variations that could be used to form augmented PN sequence. To determine the 
augmented PN sequence, an imauthorized recipient would need to determine the 
polynomial used for the first PN and second PN sequences, determine the pomt of 
insertion into the second PN sequences (claims 4 and 13), determine the length of the 
segment to be taken from the first PN (claims 5 and 14), and determine the starting and 
stopping positions of the segment within the first PN sequence (claims 6 and 15). 

Since Zscheile, Jr. does not show any means for changing the composite PN 
sequence, it cannot show the subject matter of claims 4-6 and 13-15. 

Claims 9 and 19 

Claims 9 and 19 provide for synchronizing the augmented PN sequence to a 
reference clock relative to an arbitrary offset. For example, in Figure 2 of the present 
application, a reference clock REF CT provides a count for each word of a sequence. 
The first word of the augmented PN sequence does not necessarily start at count "0"; this 
first word may be generated at a count equal to "OFFSET". 



Office Action of 3/18/03, page 3. 
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While Zscheile, Jr. shows the abihty to jump between positions, there is no 
counterpart to the reference clock of claim 9 and 19 where the PN sequence is 
synchronized to the clock. 

Conclusion 

For the foregoing reasons. Appellant submits that all of the claims on appeal in this 
case are novel and non-obvious over the prior art of record in this case. Appellant 
therefore respectfiiUy submits that the final rejection of claims 1 through 19 is in error. 
Reversal of the final rejection of the claims in this case is therefore respectfully requested. 



September 18, 2003 
Anderson, Levine & Lintel 
14785 Preston Road 
Suite 650 

Dallas, Texas 75254 
Tel. (972) 664-9595 



Respectfully Submitted, 




Alan W. Lintel 

Attomey/Agent for Applicant(s) 
Reg. No. 32478 
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APPENDIX TO APPELLANT^S BRIEF 

Dear Sir: 

Appellant respectfully presents the claims on appeal in this case: 

1 . A method of encrypting a digital signal comprising: 
generating a plurality of pseudo-noise sequences; 

concatenating said pseudo-noise sequences, or portions thereof, to generate an 
augmented pseudo-noise sequence; and 

encrypting a data stream using the augmented pseudo-noise sequence. 

2. The method of claim 1 wherein said generating step comprises the step of 
generating first and second pseudo-noise sequences. 
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3. The method of claim 1 wherein said generating step comprises the step of 
generating three or more pseudo-noise sequences. 

4. The method of claim 1 wherein said concatenating step comprises the step 
of inserting a segment of a first pseudo-noise sequence into a second pseudo-noise 
sequence at an arbitrary position in said second pseudo-noise sequence. 

5. The method of claim 4 wherein said segment has an arbitrary length. 

6. The method of claim 4 wherein said segment has arbitrary starting and 
ending positions within said first pseudo-noise sequence. 

7. The method of claim 1 and further comprising the step of starting the output 
of the augmented pseudo-noise sequence at an arbitrary position in the sequence. 

8. The method of claim 1 and further comprising the step of synchronizing the 
augmented pseudo-noise sequence to a reference clock. 

9. The method of claim 8 wherein said synchronizing step comprises the step 
of synchronizing the augmented pseudo-noise sequence to a reference clock relative to an 
arbitrary offset. 

10. Apparatus for encrypting a digital signal comprising: 
two or more pseudo-noise sequence generators 

circuitry for concatenating said pseudo-noise sequences, or portions thereof, to 
generate an augmented pseudo-noise sequence; and 

an encrypting circuit for correlating the augmented pseudo-noise sequence with a 
data stream. 

1 1 . The apparatus of claim 10 wherein said generating step comprises the step 
of generating first and second pseudo-noise sequences. 
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12. The apparatus of claim 10 wherein said two or more pseudo-noise sequence 
generators comprises three or more pseudo-noise sequence generators. 

13. The apparatus of claim 10 wherein said concatenating circuitry comprises 
circuitry for inserting a segment of a first pseudo-noise sequence into a second pseudo- 
noise sequence at an arbitrary position in said second pseudo-noise sequence. 

14. The apparatus of claim 13 wherein said segment has an arbitrary length. 

15. The apparatus of claim 13 wherein said segment has arbitrary starting and 
ending positions within said fu-st pseudo-noise sequence. 

16. The apparatus of claim 13 wherein said encrypting circuit performs an 
exclusive-or operation. 

1 7. The apparatus of claim 10 and further comprising circuitry for starting the 
output of the augmented pseudo-noise sequence at an arbitrary position in the sequence. 

18. The apparatus of claim 10 and further comprising circuitry for 
synchronizing the augmented pseudo-noise sequence to a reference clock. 

1 9. The apparatus of claim 1 8 wherein said synchronizing circuitry comprises 
circuitry for synchronizing the augmented pseudo-noise sequence to a reference clock 
relative to an arbitrary offset. 
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Respectfully Submitted, 




Alan Lintel 

Attorney/Agent for Applicant(s) 
Reg. No. 32478 

September 18, 2003 
Anderson, Levine & Lintel 
14785 Preston Road 
Suite 650 

Dallas, Texas 75254 
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